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=mm Making email better.

Every day your business exchanges a wealth of data with customers, suppliers, and partners.
Most of the communication contents are created in MS Office applications and sent via MS Out-
look. However, often the information is highly confidential or captured in files that are simply
too big to send via email. So what happens then?
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There are many different ways to get around this problem
but our advice is to use the tools you already have!

Cryptshare for Outlook enables you to securely share confidential emails and files without
size restrictions, completely ad hoc via your regular email directly from your familiar Outlook
environment. By solving these known problems in email Cryptshare provides the fastest and
most simple solution.



Extend the power of your email

Cryptshare, however, provides more than low-cost security. Our customers report that the
usability and productivity gains from using Cryptshare in their daily work life deliver far grea-
ter benefits than just financial savings. The user interface is familiar and intuitive to use and
offers key functions as they are required. The interface design integrates into MS Outlook
seamlessly and is focused on ease of use and a positive user experience. No training is requi-
red. The transfer manager sidebar provides a clear status of all current incoming and outgoing

transfers to the user.

It also allows control over passwords, file attachments, and all sent and received emails.

A prominent one-click button enables users to send emails and large files via Cryptshare as
quickly as a standard unencrypted email. Customers tell us that the Cryptshare add-in makes
sending large files and sensitive information straight from their familiar email environment

simple and part of their daily routine.

So why look for any other way to do this?
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Sidebar for upload and
download status

Control assigned passwords

Send entire folders by
drag and drop

Easy to use

Easy administration,
more security, less cost

Cryptshare's powerful policy engine enables
specific risks to data in your organization to
be countered and policies for use to be defi-
ned centrally from a comprehensive adminis-
tration console based on defined needs. From
a central server inside your, DMZ Cryptshare
is, by default available to all of your email
users. You may elect to create different
policies for different groups, providing legal,
administrative and economic advantages.
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Save emails and files
directly to your inbox

or to your local disk

No browser needed

Add-in free of charge
for external recipients

It also lets you comply with data protection
guidelines easily. A self-cleaning system
without the need for daily user management
keeps administrative efforts low and gives
your IT time to focus on other pressing tasks.
Furthermore, using Cryptshare reduces the
load on the company’s email system and the-
refore offers the opportunity to save money
and resources on storage and back up.

In combination with a simple pricing model
return on investment for use is measurable
and short.



Administration

Use of several email
accounts and as-
signing different
Cryptshare servers to
each

Central management of
policies and options

Simple company-wide
rollout

User data retrieved
from MS Active Di-
rectory

Powerful policy tools
to enforce compliance
rules via Cryptshare
server

Security

Encryption of subject
line to protect you
from social engine-
ering attacks.

Sender verification
to protect you from
SPAM and Spoofing.

Transport encryption
via TLS and perfect
forward secrecy.

Strong encryption

of emails and files
whilst stored and in
transit.

Added Value

Relieves email server
from large file at-
tachments

No licence cost for
external recipients
or senders

Acceptance and pro-
ductivity through
familiar Outlook wor-
king environment

Makes compliance and
data protection easy




Requirement

S/MIME
PGP

Your
System?

Cryptshare

Email encryption

<

Sending files of any size

Complete audit trail for all transfers

No user management

Usage without preparatory knowledge

Archiving is possible

General ad-hoc availability

Full control over data

Easy to setup and configure

Permanent secure connections in seconds
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mmm Cryptshare SMS
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Cryptshare’s SMS gateway feature offers

a new level of convenience for your com-
munication. For the secure transfer of a
password, it is recommended practice to
use a communication channel that is se-
parate from email. The Cryptshare SMS
gateway feature is a quick and easy way to
transmit even complex passwords via SMS,
making password transfers for senders and
recipients effortless.

* A new way for password transfers

« No more extra manual effort
for sending passwords

* More convenience for your
communication
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NUMBER SELECTION

Please select the numbers to which the passeord should be sent
by text message.

[] select all

I John Doe <lahn. Doe@csdotest.coms

[mobile) +44 123 456789 & |T| + [ |
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TRAMSFER SETTINGS

EXPIRATION DATE | 6/18/2020 G5

HECIFIENT LANGLIAGE English (United Kingdom) | "]

¥ Encrypt Message
[ Encrypt Subject

[w] Confirm delivery

|_] Expose file names in notfication mails

Security Settings
@ Security without passwords QUICK

% Generste password
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Canfidential

The information may only be made available to certain
employess or external contacts if they need it in the course of
their work. Disclosure of this information could adversely affect
company operations.

BalkK [ START TRANSFER

No more password
troubles.

QUICK combines convenience for users
and security for your data in transit. It
creates permanent secure connections in
seconds and takes care of all passwords
for the exchanges between communica-
tion partners.




Pointsharp is a European cybersecurity com-
pany that enables organizations to secure
data, identities and access in a user-friendly
way. Because we believe easy to use securi-
ty solutions lay the foundation for a modern
digital workplace.

We deliver European made software and
services that are made to support even the
highest security and regulatory demands of
large enterprise organizations and govern-
mental institutions.

Our customers can be all around the world,
often in markets requiring extra high levels
of security, like the financial, governmental,
industrial and defense sectors.

You can find our HQ in Stockholm, Sweden
but we also have offices in Finland, Germany
and the Netherlands.

Pointsharp — Security made easy

Visit our website for
more information or a demo

www.cryptshare.com
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